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FULL CONTENTS 
[Claim(s)] 

[Claim 1] In the encryption method by cipher block chaining which uses a common key code 
for encryption and a decoding The encryption method characterized by performing selection 
setting of the encryption algorithm in code use mode, and enciphering with said cryptographic 
key with the encryption equipment which can choose the encryption algorithm by several 
different code block chaining based on the cryptographic key including the setup information in 
code use mode. 

[Claim 2] In the decoding method by cipher block chaining which uses a common key code for 
encryption and a decoding The decoding method characterized by performing selection setting 
of the decoding algorithm in code use mode, and decrypting with said cryptographic key with 
the decoding equipment which can choose the decoding algorithm by several different code 
block chaining based on the cryptographic key including the setup information in code use 
mode. 

[Claim 3] The lock data storing section which stores the cryptographic key of a common key 
encryption system, and the code use mode selection-signal generating section which outputs 
the selection signal which reads a cryptographic key from said lock data storing section, 
detects the code use mode in a cryptographic key, and chooses code use mode, Input said 
selection signal and the encryption algorithm in the code use mode specified with said 
selection signal is chosen from the encryption algorithm by several different code block 
chaining. Encryption equipment characterized by having the encryption processing section 
which changes and outputs the data of a plaintext inputted by the selected encryption 
algorithm to the data of a cipher. 

[Claim 4] The lock data storing section which stores the cryptographic key of a common key 
encryption system, and the code use mode selection-signal generating section which outputs 
the selection signal which reads a cryptographic key from said lock data storing section, 
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detects the code use mode in a cryptographic key, and chooses code use mode, Input said 
selection signal and the decoding algorithm in the code use mode specified with said selection 
signal is chosen from the decoding algorithm by several different code block chaining. 
Decoding equipment characterized by having the decoding processing section which changes 
and outputs the data of a cipher inputted by the selected decoding algorithm to the data of a 
plaintext. 

[Claim 5] As code use mode, ECB (Electric Code Book) mode, Encryption equipment 
according to claim 3 characterized by choosing the CBC (Cipher Block Chaining) mode, CFB 
(Cipher Feed Back) mode, and OFB (Output Feed Back) mode. 

[Claim 6] As code use mode, ECB (Electric Code Book) mode, Decoding equipment according 
to claim 4 characterized by choosing the CBC (Cipher Block Chaining) mode, CFB (Cipher 
Feed Back) mode, and OFB (Output Feed Back) mode. 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] Especially this invention relates to the encryption and the decoding 

system using code block chaining (chain technique) about a cipher system. 

[0002] 

[Description of the Prior Art] The secret key cryptosystem DSE (Data Encryption Standard) and 
the public key cryptosystem RSA (Rivest-Shamir-Adlemen) which use a common key code as 
a cipher system are known conventionally. Finally in these cipher systems, the whole plaintext 
is enciphered by dividing a plaintext into a certain fixed block, and enciphering with a public 
key or a secret key by a block unit. In these cipher systems, if the cryptographic strength which 
decode is carried out and shows hard is very high, it is carried out, but since encryption 
processing is performed by a block unit, it can become the cause by which the kind of plaintext 
etc. may show a fixed statistical property for every block, and this reduces cryptographic 
strength. 

[0003] In order to raise encryption intensity in such a cipher system, cipher block chaining is 
used. As cipher block chaining, in IS08372, CBC (Cipher Block Chaining), Four kinds of code 
modes of OFB (Output Feed Back), CFB (Cipher Feed Back), and ECB (Electric Code Book) 
are specified. In said mode CBC-CFB, the information based on [ whenever it enciphers one 
plaintext block ] the result or progress is made to feed back to a code machine, and processing 
which makes the information influence the encryption after a following block continuously is 
performed. For this reason, according to such code modes, decode becomes difficult in order 
that encryption of a certain block may be dependent on the history of the past encryption 
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processing. 

[0004] As explained above, in order to raise the safety in the block cipher system adopted in 
many common key encryption systems, code use mode (chain technique) is used. It is 
necessary to set this code use mode to the code and decode side identically. The method 
constituted so that code use mode might be set to the code and decode side fixed by an 
original method and encryption and a decoding might be performed conventionally is adopted. 
[0005] 

[Problem to be solved by the invention] [ the cipher system ] although the conventional cipher 
system set up the code use mode to be used fixed and performed encryption and a decoding 
in some which have privacy with respectively perfect code use mode used not necessarily, 
there was a problem that privacy was not enough, only by using specific code use mode fixed 
inside. 

[0006] (The purpose of invention) The purpose of this invention is to offer the high encryption 
method of privacy by setup in code use mode, the decoding method, and equipment more. 
[0007] 

[Means for solving problem] In the encryption method by cipher block chaining with which the 
encryption method of this invention uses a common key code for encryption and a decoding 
Based on the cryptographic key including the setup information in code use mode, with the 
encryption equipment which can choose the encryption algorithm by several different code 
block chaining, encryption algorithm in code use mode is set up and it is characterized by 
enciphering with said cryptographic key. Moreover, the decoding method of this invention is set 
to the decoding method by cipher block chaining which uses a common key code for 
encryption and a decoding. Based on the cryptographic key including the setup information in 
code use mode, with the decoding equipment which can choose the decoding algorithm by 
several different code block chaining, the decoding algorithm in code use mode is set up and it 
is characterized by decrypting with said cryptographic key. 

[0008] The lock data storing section in which the encryption equipment of this invention stores 
the cryptographic key of a common key encryption system, The code use mode selection- 
signal generating section which outputs the selection signal which reads a cryptographic key 
from said lock data storing section, detects the code use mode in a cryptographic key, and 
chooses code use mode, Input said selection signal and the encryption algorithm in the code 
use mode specified with said selection signal is chosen from the encryption algorithm by 
several different code block chaining. It is characterized by having the encryption processing 
section which changes and outputs the data of a plaintext inputted by the selected encryption 
algorithm to the data of a cipher. Moreover, the lock data storing section in which the decoding 
equipment of this invention stores the cryptographic key of a common key encryption system, 
The code use mode selection-signal generating section which outputs the selection signal 
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which reads a cryptographic key from said lock data storing section, detects the code use 
mode in a cryptographic key, and chooses code use mode, Input said selection signal and the 
decoding algorithm in the code use mode specified with said selection signal is chosen from 
the decoding algorithm by several different code block chaining. It is characterized by having 
the decoding processing section which changes and outputs the data of a cipher inputted by 
the selected decoding algorithm to the data of a plaintext. 

[0009] As code use mode of this invention, ECB (Electric Code Book) mode, The CBC (Cipher 
Block Chaining) mode, CFB (Cipher Feed Back) mode, and OFB (Output Feed Back) mode 
are used. 

[0010] In this invention, the information on code use mode is made to build in the cryptographic 
key which privacy is originally guaranteed and is shared between the code side / decode side, 
and the code operation mode is set up using this information. In the common key encryption 
system generally known, the high encryption method, the decoding method, and equipment of 
privacy can be constituted more by making the information on code use mode (chain 
technique) build in in a cryptographic key. 

[001 1] (OPERATION) Since the code operation mode can be set up by making the information 
on code use mode (chain technique) build in in a cryptographic key in addition to the 
cryptographic key in encryption/decoding, it is possible to raise privacy further. 
[0012] 

[Mode for carrying out the invention] (Explanation of composition) Drawing 1 is the block 
diagram showing the form of 1 operation of the encryption method of this invention, the 
decoding method, and equipment. It consists of a code /decode algorithm section 101, the 
code / decoding processing section 103 that consists of a code use mode controller 102, the 
code use mode selection-signal generating section 104, the lock data storing section 105, and 
data I/O 106. The functional description of each part is as follows. 

[0013] The lock data storing section 105 has the function to memorize the data (lock data) of 
the cryptographic key containing the sign in code use mode. The code use mode selection- 
signal generating section 104 detects the sign in the code use mode of the cryptographic key 
which reads the lock data stored in the lock data storing section 105, and is contained in lock 
data, generates the selection signal which chooses a code / decode algorithm, and has the 
function outputted to a code / decoding processing section 103. 

[0014] A code / decoding processing section 103 has the function which inputs the data from 
the data I/O 106, enciphers or decrypts the inputted data, and is outputted to the data I/O 106 
while inputting the lock data of the encryption and the decoding for a code/decode from the 
lock data storing section 105. A code / decoding processing section 103 consists of a code / 
the decode algorithm section 101, and a code use mode controller 102, and [ the code use 
mode controller 102 ] It is based on said selection signal from the code use mode selection- 
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signal generating section 104. Have the function to specify the algorithm which a code / 
decode algorithm section 101 performs, and [ a code / decode algorithm section 101 ] It has 
the function to perform two or more code / decode algorithms, and a data encryption or a 
decoding is performed by the algorithm specified from the code use mode controller 102. 
[0015] Drawing 2 is the block diagram showing the example in the code use mode used in the 
form of this operation. In this figure, the composition which carried out series connection of 
encryption (equipment) and the decoding (equipment) shows the functional constitution in code 
use mode on explanation. With the form of this operation, as two or more code / decode 
algorithms of a code / decode algorithm section 101 The ECB (Electric Code Book) mode 201 , 
the CBC (Cipher Block Chaining) mode 202, the CFB (Cipher Feed Back) mode 203, and OFB 
(Output) It shall have the function to process four the code / decode algorithms in the Feed 
Back mode 204. 

[0016] Here, the ECB mode 201 is code use mode which enciphers a plaintext to the cipher of 
ECB with a cryptographic key, and decrypts the cipher of ECB to a plaintext with a 
cryptographic key. The CBC mode 202 uses Sypher block-chaining (Cipher Block Chaining) 
mode as code use mode, delays and returns the 1 -block cipher which enciphered the plaintext 
with the cryptographic key, and performs EXCLUSIVE OR operation with the next block. 
Similarly, the next block repeats sequential operation so that EXCLUSIVE OR operation of the 
block in front of that and encryption data may be performed, and the block of each cipher 
performs encryption which is dependent on the plaintext block of a just before, and a 
cryptographic key. In a decoding, it decrypts to a plaintext by decrypting with a cryptographic 
key and performing the cipher and EXCLUSIVE OR operation before 1 block. 
[0017] moreover, in the CFB (Cipher Feed Back) mode 203 The processing which enciphers a 
cipher with a cryptographic key by 1 block unit in encryption, and performs EXCLUSIVE OR 
operation with the following plaintext is repeated, EXCLUSIVE OR operation of the cipher in 
front of 1 block and the thing decrypted with the cryptographic key is performed in a decoding, 
and it decodes to a plaintext. Furthermore, in the OFB (Output Feed Back) mode 204, while 
repeating a cryptographic key by 1 block unit and performing encryption processing, it 
enciphers by performing EXCLUSIVE OR operation with a plaintext, and a cipher is generated. 
While performing repeated encryption processing to a cryptographic key similarly in a 
decoding, EXCLUSIVE OR operation with a cipher is performed and it decodes to a plaintext. 
[0018] Drawing 3 is the figure showing an example of the contents of the cryptographic key 
(lock data), and the selection setting in code use mode. Into n+1-bit lock data, the setting bit 
for selection in code use mode is prepared, and it is set up by this setting bit any of two or 
more code / decode algorithms they are. 

[0019] (Explanation of operation) Next, operation of the encryption method of the form this 
operation, the decoding method, and equipment is explained with reference to Drawings. 
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[0020] Before performing actual code/decoding processing, the lock data to be used is stored 
in the lock data storing section (105). Here, lock data becomes at n+1 bit from bO to bn, as 
shown in drawing 3 , and the bit from b2 to bn can be used as the data of encryption/decoding 
algorithm in code use mode, and can make bO and b1 the setting bit in code use mode. With 
the form of this operation, it makes it possible to set up 2 bit data (0, 0), (0, 1), and (1, 0) (1, 1) 
four code use modes ECB, CBC, CFB, and OFB. Moreover, the data of encryption/decoding 
algorithm in code use mode is carried out to from bO to bn, and bO and b1 can also have the 
information as a bit that code use mode is specified. 

[0021] The code use mode selection-signal generating section (104), and a code / decoding 
processing section (103) read the lock data memorized by said lock data storing section (105), 
respectively. The code use mode selection-signal generating section (104) extracts a code use 
mode setting bit from the read lock data, generates a selection signal, and sends out a 
selection signal to a code use mode controller (102). A code / decoding processing section 
(103) inputs said lock data and said selection signal, and forms the data path (LOOP control) 
corresponding to the code operation mode set up by said selection signal in a code use mode 
controller (102). Here, from a plaintext, code use mode is identically set up at the code side / 
decode side so that a plaintext can be extracted from a cipher and a cipher. 
[0022] Thus, a code/decode data is inputted into a code / decoding processing section with the 
encryption and decoding composition which were formed (103) through data I/O (106), and a 
code / decoding processing finishing data is outputted to it through data I/O (106). 
[0023] (Form of other operations) [ constitute a setup in code use mode from a form of the 
operation explained above so that 2 bits ("0", "1") of the tail of a cryptographic key may be 
extracted and used for the code side / decode side, but ] Out of the cryptographic key, arbitrary 
m (m<n) bits are specified and it can set beforehand. Moreover, the bit for a setup in this code 
use mode can also be considered [ also supposing a part / a cryptographic key / or ] as the 
independent exclusive bit. 

[0024] [ moreover, the code / decoding processing section 103 which consists of a code / the 
decode algorithm section 101, and a code use mode controller 102 in the form of said 
operation ] Although we decided to have the function to perform encryption and a decoding 
and it has the function which the data I/O 106 outputted the plaintext or the cipher for transform 
processing, and was generated by transform processing to input a cipher or a plaintext, 
respectively It can have composition which has which function of encryption or a decoding, 
respectively. Moreover, the data I/O 106 does not need to say that it can have composition 
which became independent in the data input section and the data output section. 
[0025] 

[Effect of the Invention] Since according to this invention it constitutes so that code use mode 
may be set up with a cryptographic key and code use mode is simultaneously set up by setup 
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of a cryptographic key, it is possible to raise the privacy of a code enough. 
[0026] Moreover, since the setup information in code use mode is included in the lock data in 
the common key encryption system for owning lock data common to the code and decode side 
(key delivery), there is an advantage that it is not necessary to add a new procedure or a new 
means to the system of key delivery. 



[Brief Description of the Drawings] 

[Drawing 1] It is the figure showing the form of 1 implementation of encryption of this invention, 
and a decoding. 

[Drawing 2] It is the figure showing the code use mode used in the form of this operation. 
[Drawing 3] It is the figure showing an example of the contents of lock data, and the selection 
setting in code use mode. 
[Explanations of letters or numerals] 

101 Code / Decode Algorithm Section 

102 Code Use Mode Controller 

103 Code / Decoding Processing Section 

104 Code Use Mode Selection-Signal Generating Section <BR> 105 Lock Data Storing 
Section 

106 Data I/O 

201 ECB Mode 

202 CBC Mode 

203 CFB Mode 

204 OFB Mode 



[Drawing 1] 
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[ Drawin g 2] 
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[Drawing 3] 
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b n 




b 2 


b 1 


b 0 



i 

bl,bO=0 P 0 : ECB=E-K 
0,1 :CFB=E— K 

1.0 : CBC^— h" 

1.1 :0FB=E-K 



[Translation done.] 
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